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IN'THE CIRCUTT-COURT OF THE
NINTH JUDICIAL CIRCUIT, IN AND
FOR ORANGE, COUNTY, FLORIDA

ORAGANTZE NOW, INC., o Florida Case No.:  2014-CAD100800,
ot for profit corporation, snd Division: 33
STEPHANIE PORTA,
Plaintitts,
W
TERESA JACOBS and
ORANGE.COUNTY, FLORIDA,
A politieal subdivision of the State of Florids,

Defendants.

ORDER GRANTING DECLARATOR]

This matter came before the: Court at the November 12, 2015, expedited henring: on

Plaintiffe’ Emerpency Complaint Secking Declaratory Relief and the Court, hiaving reviewed all
pleadings and memoranda filed ifi this case, heard testimony from witiesses and argument from
counsel, ORDERS and ATHUDGES as follows:

BACKGROUN

This case arises out of a series of public Tecords Tequests made by Plainsiffs, Orpanize
Now, Inc. and Stephanie Porta, to Orange County, purstiant 1o Articke 1, §24 of the Flerida
Constitution and Chapler 119, Floridi Statites.  According to the Plaintiffs’ Complaint, the
sequésts were ‘made on September 8, 2014, September 10, 2014, September 13, 2014, and
September 19, 2014, The: publie records requests at jgsue were not specifically directed to:
Defendant, Mayor Teresa Jacobs, and she had no invalvement with the responses that were:made

10 thise Fquests. Generally, the regquests at issie related to informativh. contained in Orange
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County’s “Dropbox” aceount, which is an electromic file sharing-and storage system that allows
users with the approprinte access to log in remotely to work on or review County dactiments that
are contained within the Dropbox account.

The September 8, 2014, request asked to “inspect or obtain copies of all current and
deleted items contained in the Dropbox or any oiher similarly-sifuated cloud based: system that.
Orange County Mayor Jacobs has access.to currently, or has utilized since she ook hier cument
office” ‘The September 10, 2014, request asked for-a “copy of the activity logs‘on the Dropbox
‘gr any other sttilarly-situated oloud based file sharing and/er file siorage system that Ofaiige:
County Mayor Jacobs has access to currently, or'has utilized since she took her current office”,
“ihe Y0=day deleted jtem log” and “a printed copy of the names of all individuals have had (sic)
access or deposited any type of material into-it” The Septeraber 15, 2014, request asked for “a
gopy of the history contained in the Events tab of any Dropbox account viewed. or accessed by
Mayor Teresa Jacobs or anyone working under her immediate direction ahd control during the
time period between Jan, 4, 2011, and Sept. 13, 2014.” Finally, fhe Septeraber 19, 2014, request
asked for (i) = Hist af all users for the drop box used by the Mayor's Office for the past twa
years; and (i) Any audio or video files placed in drop box by Kevin Shaughnessy between July
1, 2012, and Sepfember 30, 2012; and the events timeline for the drop box used by the Mayor’s
office for the same thne period.”

White' Plainiiffs’ Complaint specifically referénces the sevieral public records requests
mentioned gbove, they only take issue with the County’s response to the September 13, 2014,
-public records Tequest as contained inthe September 19, 2014, correspondence from the County’
Attomey’s Office to plaintiff, Stephanis Porta, which.véads, in pertinent part; as follows:

Iin respatise 10 your ‘priblic tetords neguest wmiade o September 15,
2014, enclosed you will find a CD with the requested activity 165,

2.



FaxSVR 11/24/2014 7:35:28 AM PAGE 3/010 Fax Berver

The IP addresses have been redacted from the log pursuant o
Florida Statuies 282348 and 501.171.

“Ip i A acronyrm. for “Interet Profocel™ and, adcording to xpert testimony given at the
hiearing, an IP address is a unique node assigned to all computers, vell phones, computer tablets
and certain oiher electronic devices which 1s similar to a4 telephone mumber. In this case, the
redacted TP addresses would identify the specific- compuiters or mobile devices that aceessed the
County’s Dropbox account duting the relevant tme period. Plaintiffs contend that the 1P
addresses should not huve been redacied betause they are public records which do not qualify as
valid exemptions from Florida's publiv records disclosure requivernénts. The County disagrees.

LEGAL ANALYSIS

Florida has a long history of ‘open govemenent, dating back to the passage of its. first
public records law in 1909 (Chaptor 5942, Acts 1909, Sec. 1). Likewise, in 1992, Article L,
Section 24(a) of the state constitution was adepted which provided.a constitutional guarantee to
the openness of public records. Currently, Florida's public records Taw 1s. codified in Chapter
119, which specifically states the intent of the logistature that “t is the policy of this state that 2l
dtate, coimty, and municipal Tesords are open for personal inspection and copying by any
person™ This policy has becn applied broadly by Florida Cousty in favor of public disclosure
and limitations and exemptions have been narrowly construed and limited 1o their designated

ings, 29 So. 3d #18, 421 (Fla. 5" DCA 2010).

The leaislature has carved out certain exemptions from public disclosure; as vontained in
Chapter 119 and elsewliere, which include certain sensitive-documents and information such as
some collective bargaining material, medical records, certain attorney-client material, trade
secrets, criminal juvestigetion isformation, police complaint information and: others. if in

responss o 4 publie records request, the custodian of the pitblie rederds Clairms ihiat the fecords:

3
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are exempt from disclosure, the burden is on ‘the custodian to demonstrate entitlement to an

exemption from disclosue requirements. Wesks v. Golden, 764 So. 2 633 (Fla. P DCA 2000).

Accordingly, it is Orange Couniy’s burdes hevg to establish as exemption froni disclosare of the
TP addresses at issae.

Prelimisarily, in its “Trial Mémorandum™ the County claimed that the IP addresses do
ot pieet the definition-of “public records” set forth in §119.011(12), Florida Statutes (2014) and
therefore.da meet any dizclosure requirement. Inthiz regard, “public records” are defined as:

All dotuments, papers, Jetters; mups;- books, tapes, phetographs;

Hlms, souvnd remrcimg&, data processing software, or -other

material, regardless-of the physical foim, characteristics, of means.

of transmission, made or received pursudnt to law or ordinance or

in gmmmn with ihe transaction of official business by an

agency.
While the. IP addresses may not. have been “made or received pursuait’to law or ordinance™, it
seems clear that the recording and retention of these TP aildresses by the County was done as part
of the work being performed by the County i its Didphox actount and, therefore, wire made in
“connection ‘with-tlie tiafisaction of official busitess by an agency,” There was ne evidence
presented to the contrary st the November 12, 2014, hearing, Accordingly; the Court finds-that
the IP addresses at issue ate public secods putsisint 10 Chaptér 119 and the County has the
bupden to estubilish an exemption from their disclosure.

According to testimony and grgwement presénted ai the November 12, 2014, hearing and
its post-heating memorandum, Orange County seeks o establish disclosure exemption pursuant
to §501.171, Florida Statutes (2014) and §119.071(1)(f), Flotida Statutes (2014), indiviﬁnﬁlly_‘,.us
well as §119.071¢(3), Flarida Statates (2014),. and. §281.361, Flonida Statutes (2014); read in

conjunction with each other. Each of these will be addressed separately.




FaxSVR 11/24/2014 7:35:28 AM PAGE 2/010 Fax Berver

This statute, which went into effect this year, telates to the security of confidential

petsonal inforination, snd requires “coverad entiies™ (such gs Orange County) 10 “take

teascuable measure to protect and segure data in electronic form contsining peisonal

informiation.” The statute also requirés a4 covered entity to. provide notice 1o thie Departiment of
Legal Affairs of any security breach atfecting 500 or more individuals in Florida..

Based on the plain languagé of this statite, the confidentiality provisions' sontained
therein relied on by the County, come into play only afler there has been a security breach and.
the County has provided the required. notiee of such-breach to the Departent of Legal Affairs.
For exaimiple, the County relies on the provision of  §301.171(1 L a) which provides:

All information reesived - de
notification required by this a»ctmn. QL reLel ]

pursgsnt to an investigation by the _departmen law
cniforcemiont sgeney, is confidenfial and exampt t from s, 119 0’7(1)‘
and 8. 24{d). Art: { of the State Constitution, until spch tine as the
investigaiion is wmpl&ted or ceascs to be active. This exemmpiion
shall be-construed in conformity with 5. 119.071(2)c). (emphssis
added).

The County’s reliance on this provision is inapplicable becanse the IP addresses at issue here

were not received by the Departiment of Legal Affairs for mivestigation afier the County had

expetienced a secteity breach. In fact, there would have been no need for the County to notify

Department of Legal Affairs in this case because there has not yet beén a security: breach

eaused by diselosure of 1P addresses. While: the Couuty is justifiably concerned that disclosare
of the 1P addresses could lead to a security breach, the exemption contained in §501,171(11)a)
does not apply bocause: it elates only to post breach disclosure to the Department. of Legal

Affairs for e purpiees of investigatinig the secitity breach,
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The same rationate applies to the County’s reliance on §5ﬂ1‘. 171(11)c)4 which privides:
‘(a) Upnn sorapletion. of an mvestlgahﬁn or - onee an’ mvcstlgaucn
ceases to-be apiive, the following information received by the
departiment shall remain confidéntisl and exmpt fYoni 5. 119.07(1)
antl 5. 24(a), Art. 1of the State Constitution:

4. Information that would othérwise reveal weaknesses in a
covered entity’s data security.

Beeause'there has been no-fegal affairs investigation related to: the I addresses bieing sought by

the' Plantiffs it this case, the exemption provisions rehied upon by the County i §501,171 are

inapplicable,

This section retates to zéneral exemptions from ingpection dr copying of public réeonds.

The provision refied on by the County exempts certain software obtained by a state agency and
exenipts from public disclosure the following;

() Data processing sofbware obteinsd by an sgency under &

licensing agreement that prohibits its disclosure and which

software is a trade secret, as defined in s, 812,081, and agency-

pmduc:.ﬂd data processing softwarc that is sensitive and exempt

from s. 119.07(1) and 5. 24{), Art. 1 of the State Conatitution.
Fothisrespect, the County did not prove that the IP addresses atissue qualify as *data processing
snftware” which is defined in §119.011(8) as “the programs and routines used to employ and
contro] the capabiiities of data processing hardware, meluding bt ‘hot. imited 10, operating
systems, compilers, assemblers, atilities, hbrary routines, malntenance routines, applications, and
¢omiputer ngtworking progrars.™ There simply was no competeit evidetics presented: by the
County that the IP addresses; by themsclves, can in any way be considéred exempt as “data

precessing software.™
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Florida Statufes (2014

Seetion T19.0671(3) makes confidential and exempts from public records: disclomme:
govermmental “Seciirity systeri plans™ which aré defined, i pertineiit part, as:

a. Recomis, information, photopraphs, aondic and  vissel
presentations, schematic diagrams, sufveys, recommendations,
or consnHationss of portions. thereof relating directly to the
physical security of the facility or revesling sevurity systems;

b, Threat assessments conducted by any agency or private entity;

¢ Threat response plans; - ' |

Section 281,30 1contains similar language as follows:

Information refating to the security systems for any property
owned by or leased 10 the state or any of its political subdivisions
v including all reeords, infommation, photographs, audio and
“vistial pregentations,  schematic  diagrams, surveys,
recommendations, or consuliations or portions thereof relating
directly. to. or revealing such systerns or information, and al
meetings relating directly to or that-would reveal such systems or
information are confideiial and exempt fiom ss. 119.07(1) and
286,011 and other laws and tules requiring public access or
disclosire:

Tn support of this position, the County relies heavily on Crifical Intervention Services,

Ine: v, Chty of Clegrwater, 908 So, 2d 1195 (Fla. ey 2005) und Aitorney General Opinion

writ of mandamus against the City of Clearwater after it was denied a portion of its pubii'c:.
records request. Afler the tHal cowrt granted the eify’s motion to disihiss the comiplaiat and the
petition for wiil of mandamus, CI§ appesled. CIS, a privaté security company, initally fade a
public records request for the aggregate mumber of residential and business abarm permits issued
by the gity in 2003 gnd the number of warnings and citations that the city had issued for vielation

of the City"s erdinanee related to false alarms. The &ity complied with ihis request,
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1ecords showing the amounts of the fines ot seriioe: chirges. Although the city disclosed the
total amount of fines and service charges that had been levied, it refused to disclose the identities
of the permit hoiders, The city argued that sections 281.301 and 119071, Florida Statates,
preciuded disclosure of this information because the identity of seeurity -permit holders would
eliow CIS. and others to identify which businesses and residences uie profected by & security

systeiri and which. are not; thus cresting 2 risk fo the public. Critical Interverition Servigss, Inc.

at 1196. “The city supported its position by relying keavily on Florida Attorney General Opinion
04-28.

Responding to an inquity whetheér cettain information, which jnchuded thie names and’

addresses of persons or businesses cifed or warned for violations of the city’s alurm ordinance,
aiid thie reconds of police dispatches containing the addresses of locations where o verified or
False alarm resulted, the Attorniey General concluded, based on the expiess lahptiage of section

281.301, that such Tveords were apt open to either inspection or copying. In. duing so, the.

Altoriey General rivted that “security plans, both public and private, are 5 vital part of public

safety, fncluding the safety of services, such as.telecommunications, of which the public relies,”
and the “need io protest public and private infrastructure from terrorist fack.” Likewise, “the
diselosure of the nanies and addresses contained .in the specified records would nevessarily

reveal the éxistence of seeurity systems” (emphasis addedy. Op. dtr'v Gen, 04.28 at 3.

yiticil Intervention Services, Fre., thie Court agreed w:th the rationale of the Attorney

General i the context of security systems and affirmed the tial court’s riling. In doing so, the

Court held thet sections 281.301 and 119407} prohibit public disclosure of the fiames and

addresses of applicants for sccurify systein. periits, of persons cited for vivlations of alarm
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ordinanees, and of individuals who are the sulject of law enforcement dispatch reports for

verified or false alanns becatise disclosure Wﬂn-}dlimpari_lgfhe safety of persons and properiy. Jd |
At 1197, This holding sesis-Togical Bepause the public dizclosine of the rsquested information,
yegarding security systems would disclose to criminals which businesses. and. residences in

Clearwater were prowected by security sysiems and which wete not, thus crenting the very risk.
contemplated by sections 281,301 and 119.071.

The Critleal Inrervention Services holding 18 dstinguishiable from the presént case. The

information sought 1o be disclosed n Critical Intervention Services velated ditseth

g smurity

systems. In fact, the Court recognized that disclosure of the information requcsted n that case
would “aecessarily teveal the existence of security systemis,” Here, the County acknowledged at
-the hearing that 1P addresses are not: “seeurify systemns plans™ or “scourity systems.” While the.
County tiis expressed a legitimate concern that disclosure of IP addresses would. constitute an.
additiorial securify threat because they would ideofify specific computers- used - access
Dropbox, which would then become: potential targets for hacking, it also. acknowledged that it
aiready identifies 20,000 — 30,000 intrusion stiempts daily and it has measures in place to-dedl.
with those attempts,

“While the sy‘stem‘.ﬂmt”thﬁ Coumity s i place to thwart the curverd onshanght of intrusion
artempts would Hkely be exempt from public disclosure as s security system plan, that is simply
not the jssue before this Court. Here, the County has identified the poteéntial for an additional
secutity risk associated with the disclosure of I addresses for ‘those compuiers that have
accessed the County’s Dropbox aceount; That increased risk does not create a disclosure
exemption from any of the statutory autherity or case Jaw cited by the County, This is especially

tue in Tight of Florida®s policy of narvawly constriing exeniptions to public fecord disclosurg., A
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determination that public disclosuee of I addresses vielates the statutory protection afforded o
gecurity system plins woold better be addressed by the legisiature theough explielt statutory
lantruage rather than the judiciary. "
| CONCLUSION

The 1P addresses st issue here are poblie records and do not qualily for any exemption
from- disclogure sel forth by Ormpge County.  Accordingly, they should be disclosed and
Plaieititfs® Emérgoncy Commpleint Seeking Daclatatory Refief is berdby GRANTED. The County
sl producis, within 30 days from the date of this Order, un-redacted records pontaining the I
addresses of the specific computers or devides that accessed the County’s Dropbox account
during the relevant thme period. The Court reserves raling on the award of sttorneys” fes and
costs 1008 addressed 8 o foture heartag i pither party so roqiwsts.

ORDERED wod ADIUDGED in chambers this 23 day of Movember, 2014,

[
Robert 1. b‘ézu [&m Ht;dgt

Conformed coples to:

Andrea Frynn Mogensen
2008, Washington Blwl, Suite 7
Sarssota, FL 342%6

Witlkem €. Tarner, Ir.

Assisiant County Aftoey

201 8. Rosaltinid Avinue, 3% Flaor
Orlando, F1L 34801

Hulwazrd A. Dign

110 Bast Broward Bivd., Suite 1700
Fr Landerdale, FL 33303
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