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Dear State Employees:

As you may have heard, there has been an allegation that a u.s. company -under subcontract to scan
and catalog state employee information for the Convergys Corporation (the private company that
operates People First!, the state personnel system) -may have performed work at overseas locations
nearly two years ago. There has also been a separate allegation that last year some state agency human
resource personnel and some Convergys/People First! employees may have inappropriately viewed
some state employee personal information, including mine.

Upon becoming aware of each of these allegations, the Department of Management Services (DMS)
immediately began an investigation, and to date, there is no evidence that state employee personal
information was transferred outside of the United States and no evidence that state employee personal
information has been compromised as a result of inappropriate system access by state agency or
Convergys/People First! human resource personnel.

I want to personally assure you that safeguarding your personal information continues to be our highest
priority. We have consulted with the Attorney General's Office and have been advised that state law
requires that when a security breach involving personal information has been deterntined, those who
could be adversely affected must be notified. At this time, we do not have any evidence that a security
breach has occurred; however, we are aggressively continuing our investigation.

Even though we have found no evidence of a breach of personal infonnation, in an abundance of
caution, DMS is taking additional, proactive steps to further strengthen the security of the state
personnel system. Ongoing scanning and cataloging of personnel documents are being handled
directly by authorized state agency or Convergys/People First! staff. DMS is also implementing new
restrictions on the number and level of state agency human resource personnel who have access to the
system, and we are randomly monitoring all who are accessing the system.

In addition to us taking every possible action, for your own security and peace of mind, we also
encourage you to take every possible precaution to protect yourself, your family and co-workers from
identity theft. Here are some of the things you can do:

.

Check your credit report. You may request a free credit report once every 12 months. Visit
www.annualcreditreport.com or call toll-free 1-877-322-8228.

Carefully review all bank, credit/debit card and other fmancial statements every month.




